Staying safe online – Red Cross
Guidance and safeguarding
Grooming definitions 
As the facilitator it is useful to know the legal definition of grooming and how to define this for young people.  
“A course of conduct enacted by a suspected paedophile, which would give reasonable person cause for concern that any meeting with a child arising from the conduct would be for unlawful purposes.” Sexual Offences Act 2003
CEOP (Child Exploitation Online Protection), suggest when discussing online grooming with young people, a way of defining it can include, an adult who wants to meet young people with the purpose of abusing them. 

As with any session addressing potential grooming and abuse, it is your responsibility to ensure before delivery that:

· The designated person responsible for safeguarding is aware that you are
delivering this activity and is able to offer appropriate support.
· If during or after an activity a young person shows signs of distress or wishes to talk
to you or another member of staff/volunteer about a historical or current concern, you should support and connect them into your organisations safeguarding procedure.

When planning, you should also consider the following:
· To your knowledge, does the content of an activity relate to specific incidents
involving the young people attending, your organisation or community and what impact could this have on the young people attending the workshop.
· Does your setting require you to notify parents and carers before delivery
of an activity? 
· Alternatively, would it enhance the learning outcomes from your session if parents/carers/guardians received a letter or factsheet following the session?

Learning Aims
To develop young people’s
· Awareness of the of how to stay safe whilst interacting online
· Knowledge of how young people can be groomed and tricked online
· Knowledge of how and where they can access help, advice and support
· Knowledge of how to report online interactions and content that makes them feel unsafe or uncomfortable

Preparation and materials needed
Projector, screen and laptop
Copy and print out worksheets for each participant
Profile cards enough for each group
Flip chart and pens for feedback
[bookmark: _GoBack]Poster paper and art materials

SLIDE 1 - STAYING SAFE ONLINE
Introduction – Today’s workshop is about the internet and staying safe online. The internet is really good and helpful to our lives, but we need to make sure that we stay safe when we are online, particularly when we talk or connect with people online.
SLIDE 2 - HOW MANY HOURS? (5 mins) 
WORKSHEET A 
The purpose of this activity is for the participants to see how much of their life is spent online and understand that their lives can be potentially accessed by complete strangers online.
Instructions – 
Handout Worksheet A to each participant
In small groups discuss and work out how much time approximately they spend online, fill out worksheet A to add up the following:
PER DAY: how many hours?  = 
PER WEEK: hours x 7 = 
PER MONTH: hours x 30 = 
PER YEAR: hours x 12 = 
TOTAL hours = 
Feedback
Feedback who out of the groups spent the most hours online? Make the point that so many hours of our lives are spent online, therefore we need to make sure we keep ourselves safe online.
SLIDE 3 – WHAT IS GOOD AND BAD ABOUT BEING ONLINE? (10 mins) 
WORKSHEET B
The purpose of this activity is for the participants to see the positive aspects of the internet, alongside what can be potentially negative or unsafe online.
Instructions - In small groups write down on worksheet B the following:
· Five good things about being online
· Five things that worry you about being online
Feedback
Discuss in groups their thoughts and answers. Facilitator to draw group back together the positives and then look at what worries they have about being online. 
SLIDE 4 - FAKE OR FRIEND? (10 mins)
The purpose of this activity is for young people to understand that anyone can reinvent themselves online and pretend to be someone they are not.  

(Note to facilitator: The online profile cards are all fictional (fake) but the people behind them are all true case studies of perpetrators online. It is up to the facilitator’s discretion how many profiles to cover, whether to use one profile or all four profiles. Ensure you are familiar with the case study details and use discretion regarding what details you disclose to the group. During feedback in the discussion ensure it is age appropriate and sensitive to the young people’s experiences. You may deem it enough information to simply reveal the true identity of the adult behind the profile without further detail. Please use your discretion)

Instructions – handout appropriate number of profile cards.  Ask them in groups to discuss if they think the profile cards are fake or friend and discuss why.
Feedback
Facilitator to draw group back together and discuss what they said in their small groups.
Slides 5 – 12 Facilitator goes through each profile and reveals the true identities of the profiles of cases.  Reveal these one by one on the PowerPoint. 
Explain online strangers can pretend to be someone they are not. Perpetrators may pretend to be a friend or pretend to be young person.  They do this to trick young people into believing they are real friends with the aim of getting the young person to do stuff they are uncomfortable with. They may ask them to send personal (naked or with few clothes on) photo or they may arrange to meet them with the purpose of abusing or taking advantage of them.
Slide 13 TIPS TO STAY SAFE ONLINE 
Instructions: In small groups ask them to come up with 3 things to make them safe online and write down on flip chart paper. 
Feedback and handout worksheet C
In groups discuss the staying safe tips worksheet and how many of them do they put into practise now. Ask them to circle the ones they already do now. Discuss the ones they need to start doing to keep safe online.
WORK SHEET C
· Don’t post any personal information online – like your address, email address or mobile number. 
· Think carefully before posting pictures or videos of yourself.  Once you’ve put a picture of yourself online most people can see it and may be able to download it, it’s not just yours anymore. 
· Keep your privacy settings as high as possible
· Never give out your passwords
· Don’t befriend people you don’t know
· Don’t meet up with people you’ve met online.  Speak to your parent or carer about people suggesting you do
· Remember that not everyone online is who they say they are 
· Think carefully about what you say before you post something online 
· If you see something online that makes you feel uncomfortable, unsafe or worried: leave the website and switch off.
Slide 14: How to report – CEOP report button – HELP AND ADVICE
Refer to PowerPoint the CEOP symbol online – that can go on Think u know website https://www.thinkuknow.co.uk/ and report anything or anyone they are uncomfortable with online.
CEOP (Child Exploitation Online Protection) help young people who are being approached online about sex or are suffering sexual abuse.
Click this symbol –
 [image: ]
CEOP explains the following written below about clicking the report button, facilitator to use discretion in terms of how to explain the following. 
If someone is making you feel uncomfortable about sex you should report to CEOP. This might be someone:
· Making you have sex when you don’t want to
· Chatting online about sex
· Asking you to do sexual things on webcam
· Asking you to meet up if you’ve only met them online
· Asking for sexual pictures of you
· Making you feel unsafe
In order to make a report to CEOP you will need to provide your real name and a way to contact you. If you want to report a crime without giving your details you can call Crimestoppers on 0800 555 111 or report at Crimestoppers online.
Advice and help – trust 
Worksheet D
Also explain that if they or their friends are ever in a situation where they feel uncomfortable that the best thing to do is to talk to an adult they trust.  Ask each participant to write down on WORKSHEET D names of 3 adults they trust to talk to if ever they felt unsafe or uncomfortable about a situation online.

Poster Activity (optional)
In groups ask each group to design a poster to get one message across about staying safe online to their friends.  Then ask each group to present their poster. 
Ensure by the end of the workshop it finishes on a positive note and repeat where young people can go to for help.

Ensure by the end of the workshop it finishes on a positive note and repeat where young people can go to for help.
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